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Overview of detection techniques for malicious social bots
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Abstract: The attackers use social bots to steal people’s privacy, propagate fraud messages and influent public opinions,
which has brought a great threat for personal privacy security, social public security and even the security of the nation.
The attackers are also introducing new techniques to carry out anti-detection. The detection of malicious social bots has
become one of the most important problems in the research of online social network security and it is also a difficult
problem. Firstly, development and application of social bots was reviewed and then a formulation description for the
problem of detecting malicious social bots was made. Besides, main challenges in the detection of malicious social bots
were analyzed. As for how to choose features for the detection, the development of choosing features that from static user
features to dynamic propagation features and to relationship and evolution features were classified. As for choosing
which method, approaches from the previous research based on features, machine learning, graph and crowd sourcing
were summarized. Also, the limitation of these methods in detection accuracy, computation cost and so on was dissected.
At last, a framework based on parallelizing machine learning methods to detect malicious social bots was proposed.
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